ABSTRACT
Introduction
With the growth of the Internet, more and more information is being transmitted in digital format (image, audio, video, etc.) now than ever before. However, the greatest pitfall in transmission of digital information is its easy susceptibility to have innumerable copies of the same nature and quality as that of the original. So, there is always the chance of lack of authentication, ownership proof and copyright protection. So, various steganographic algorithms and embedding techniques have been established to solve this problem that stress on copyright marking. Some message is secretly inserted within the original digital message and that secret message is used to assert copyright over the host digital message. But all such algorithms must satisfy a number of requirements to maintain the quality and integrity of the resultant information. The integrity of the original image must not be changed from the perspective of the human senses. If it becomes perceivable or noticeable, then any third party may see that information is being hidden and therefore may attempt to extract or destroy it. Also it must be resistant to modifications and alterations. Among the different available digital information, we have dealt with images and worked on digital image watermarking. We believe that the different watermarking algorithms on color images have a preference for some particular type of secret image. Their performance is also a function of some parameters of the secret image like brightness, contrast, etc. So here we follow some of the well known watermarking techniques and study whether some particular type of secret image is working better for a particular algorithm. In this paper, particularly we have considered two types of secret images -one with greater number of whitish pixels and the other with greater number of darkish pixels. Generally, a secret image is formed on some basic ideas or using some identification marks. A specific pattern can be imposed on the design strategy of those secret images so that it can be very useful in case of digital watermarking. It is worth noting how the same color image watermarking algorithm gives different range of PSNR values for the two different classes of secret images. We are trying to analyze and predict which algorithm scores better for which type of secret images.
Related works and fundamentals
Different watermarking algorithms have been introduced from time immemorial. To study the effect of different secret images on the watermarking algorithms, we start with one of the most primitive and well-known algorithms, called the Least Significant Bit (LSB) hiding algorithm. Then, we have used the visual cryptographic watermark method based on Hwang and NaorShamir [3, 4] approaches. Two shares are created from the secret image and watermarking is done with one of the shares instead of the actual secret image, to make the approach more robust and immune to attacks. It is to be ensured that the secret message cannot be removed by any attacker without significantly altering the data in which it is embedded. The embedded data must remain confidential unless an attacker can find a way to detect it. So, next we have used the Randomized LSB hiding algorithm [1] (which is extremely difficult to attack) developed by us to test the two types of secret images. The basic block diagram of any standard watermarking algorithm is shown below:
Score of LSB hiding algorithm
The classifications of LSB hiding into two separate groups are :
• n LSB-MSB hiding algorithms • n LSB-LSB hiding algorithms Where n is the number of bits used.
In LSB-MSB algorithms, the least significant bits of the original image is masked and substituted by the most significant bits of the watermark image. In LSB-LSB algorithms, however, the least significant bits of the original image is masked and substituted by the least significant bits of the watermark image.
It is quite obvious that smaller the value of n, lesser is the deterioration in the quality of the image. As we increase the number of bits, the image quality further degrades and becomes more visible to the naked eye.
Secret images with less white pixels
Here, the LSB hiding algorithm is applied on some secret images with less white pixels and it is superimposed on the original host image to produce the watermark image. The output images of n LSB -LSB algorithm : The output images of n LSB -MSB algorithm : Peak Signal to Noise Ratio (PSNR) is hugely used in image compression and image modification where the signal is the original data and the noise is the error introduced by compression. For color images, the definition of the PSNR is the same except the Mean Squared Error (MSE) is the sum over all squared value differences divided by image size and by three. When two images are identical, the Mean Squared Error will be zero. So, PSNR will be undefined. It is expressed in logarithmic decibel scale. Here, The calculation of Peak Signal to Noise Ratio is done for different color levels (red R, green G, blue B) and also for their equivalent gray (GY) level images. Table 1 : PSNR for n LSB-LSB Table 2 : PSNR for n LSB-LSB
Experiment 2
Another secret image with less white pixels is given below in figure 6. The output images of n LSB -LSB algorithm : The output images of n LSB -MSB algorithm : From the above experimental results, it shows that image in which more pixels are of darker colors, LSB-LSB generally gives better result.
Secret images with more white pixels
Here, the LSB hiding algorithm is applied on some secret images with more white pixels and it is superimposed on the original host image to produce the watermark image.
Experiment 3
Figure 10: original image Figure 11 : secret image
The output images of n LSB -LSB algorithm : 
Experiment 4
Another secret image with more white pixels is given below in figure 16 . The output images of n LSB -MSB algorithm : 
Direct LSB hiding algorithm Vs. Visual Cryptography based watermarking
In case of direct LSB hiding algorithm, the secret image is directly embedded with the host image. Where as in Visual Cryptography based watermarking technique, the secret image is split into two shares with the help of (2,2) visual cryptography secret sharing scheme. Then, one of the shares is embedded into the host image and other is held by the owner. So, direct LSB hiding watermark algorithm gives more desirable PSNR results than visual cryptography based watermarking ( i.e. with shares). So, it will be more useful to embed the secret image directly with the original image rather than embedding one of the shares of the secret image.
Score of Randomized LSB ( RLSB ) hiding algorithm
The algorithm in general, can be represented as Randomized m-n LSB hiding. Here we generate m random numbers that behave as secret keys. Their values are known only to the owner of the image. Here too, we can follow either n LSB-MSB hiding or n LSB-LSB hiding, but we apply them not on all the pixels of the picture but only on some selected pixels whose values are determined by the secret keys. Depending on the 'm' randomly generated values, we can either apply LSB hiding in those particular rows or columns, i.e., either horizontally or vertically. So, the attackers cannot separate the original image unless and until they come to know the values of the secret keys. In this fashion, the time complexity is also greatly reduced rather than other watermarking algorithms. 
Secret image with less white pixels

Secret image with more white pixels
Conclusions
Through the course of this work, we have analyzed and scrutinized the PSNR values of those embedded images generated by some simple watermark embedding techniques using pixel bit manipulation. It is very difficult to conclude with absolute certainty exactly which watermarking algorithm is the best. This is because the results are very much related to the images that we are embedding.
From the graphs and tables, we can infer that direct LSB hiding watermarking with the secret image gives more desirable PSNR results than visual cryptography based watermarking (with shares).
From the experimental results, it is also certain that the in case of direct watermarking, if the secret image has a higher concentration of white pixels, then LSB-MSB gives better PSNR results. But if more pixels are of darker colors, LSB-LSB gives better results.
For all images PSNR values for VC based watermarking gives almost similar results irrespective of whether the approach is LSB-LSB or LSB-MSB. This is true irrespective of the type of the image because the shares of all images will be more or less similar in pixel composition (only black and white).
For randomized approach, both LSB-LSB and LSB-MSB give almost similar PSNR values irrespective of the image type. Moreover, the PSNR is high for any standard value of m as shown in the graph. It is easy to conclude that among these, Randomized LSB hiding algorithm gives the best result and is most efficient. More specifically, we can say that Randomized m-n LSB-LSB hiding algorithm is better than Randomized m-n LSB-MSB hiding algorithm.
So, direct LSB hiding watermarking is better than VC based watermarking with respect to PSNR values. But direct LSB hiding has the drawbacks of higher complexity and its dependency on the type of the image. This is where randomized LSB scores more than direct LSB hiding as it has lesser complexity and the approach is more robust to variations in image type.
